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DIGITAL CITIZENSHIP 

Guide for Parents

Being a parent has never been easy, but it can be even more challenging 
once your kids are using the internet. Even if you’re not up on the latest 
technologie  and pla or  tho gh  o  ha e an i portant role   
maybe the most i portant  in o r id  online li e  hi  g ide ill 
prepare o  for the con er ation  o  need to ha e ith id  hen 
the  fir t tart ing digital de ice  a  the  gro  and their online 
acti itie  change  and hen thing  go rong

he g ide i  di ided into three ection  that each deal ith a di erent 
a pect of digital citizen hip  to teach o r id  to e pect eople  

eeling  to e pect ri ac  and to e pect ropert  online
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Five Key Tips for Digital Parenting

Before you get started, here are five key tips to guiding your kids to 
safe and responsible digital lives: 

Don’t be scared! 

o  hear a lot of car  t  abo t id  and the internet  b t the fact i  that o t id  do 
t fine  hin  of the internet a  being li e a i ing pool  the be t a  to eep o r 

id  afe there i  to teach the  ho  to ta  afe

Talk to your kids. 

on t ait ntil thing  ha e alread  gone rong to tal  to o r id  abo t online i e  and 
don’t just have one “big talk.” What your kids need from you is guidance, so they’re prepared 
to deal ith proble  before the  happen  support fro  o  hen thing  do go rong  and 
for you to reinforce the e e age  b  contin ing to tal  to the  a  the  get older and are 

ore able to a e deci ion  for the el e  he three ain ection  of thi  g ide ha e lot  
of tip  on ho  to tal  abo t all of the a or online i e  f o  ha e older id  and ha en t 
tal ed to the  abo t the internet et  don t orr  it  ne er too late to tart  

Be a part of your kids’ media lives. 

hat o r id  are atching  pla ing  reading and li tening to i  a big part of the per on 
they’re turning into, and their online lives can be just as important to them as the “real 

orld  o nger id  are all  glad hen their parent  ho  an intere t in the thing   
the  li e  o get the  to ho  o  ho  their ne  fa o rite ga e or  or h  the re o 
e cited abo t oining a ne  ocial net or  o  can al o e edia to tal  abo t en iti e 
i e  id  a  be ore co fortable tal ing abo t e ting or b ll ing hen o re 
di c ing a character in a  ho  than o eone the  no  

Be the person your kids come to when they have problems online. 

 lot of the ti e  id  don t ant to go to their parent  hen thing  go rong beca e 
the re afraid the ll get in tro ble  hen o r id  tart going online a e re the  no  
clear procedures on hat to do if thing  go rong  li e if the  can t fig re o t a ga e or 
the  accidentall  acce  o ething nplea ant  Chec  o t the o  do  tal  abo t   
and o  do   ection  belo  for o e of the e proced re  f the re in the habit of 
co ing to o  abo t the li le thing  the ll be a lot ore li el  to tal  to o  abo t the  
big ones.    

Set rules and communicate values. 

he internet a  ee  li e the ild e t o eti e  b t the r le  o  et till a ect ho  
id  beha e online  hat  o t i portant i  that o r r le  are a a  of ge ng acro  

the values o  ant o r id  to li e b  that a  the ll eep li ing b  the  e en hen 
the re gro n p and o t on their o n  
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How do I talk about…

Drama?

ra a  i  a ter  that i  ed to de cribe hen o ng people get into fight  or arg ent  
ith friend  or other people the  no  t can get pre  erio  online  and can o eti e  

t rn into c berb ll ing  o help o r id  a oid ge ng into dra a and deal ith it hen it 
happen  teach the  to

• ta e a fe  in te  to cool do n  before repl ing to o ething that a e   
them mad;

• re ind the  that it  ea  to i nder tand hat people ean online beca e 
e don t ee or hear a lot of the thing  that tell  ho  o eone i  feeling  li e 

their facial expression or tone of voice; 

• tart b  a ing the be t abo t people  in tead of thin ing right a a  that the  
meant to be mean to you, and then talk to them face-to-face. 

YOU CAN ASK: What would you do if somebody posted something that made 
you mad, scared or sad?

Respect People’s Feelings
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Cyberbullying?

C berb ll ing i  hen a per on or a gro p of people are being intentionall  ean to o eone 
online  i e dra a  c berb ll ing all  happen  ith people id  no  in real life  tho gh it 
can al o happen in online ga e  and other place  here id  onl  no  the b ll  online  

YOU CAN SAY: If someone is being mean to you online, come and talk to me 
about it right away and we’ll find a solution. 

t  al o i portant to teach o r id  not to be ean or cr el to an one online  o eti e  
e don t realize ho  other people ill be a ected b  hat e a  and do online  and cr el 

beha io r i  part of the c lt re of o e online pace  ne e ecti e a  to eep o r id  
from being mean is to make it one of your household rules for internet use (see the last 
ection of thi  g ide for ore infor ation on tho e   lot of the thing  o  a  abo t not 

ge ng into dra a can al o appl  to c berb ll ing  b t o  can al o help id  de elop 
empathy and ethical thinking b  ge ng the  to i agine ho  other people ight feel

For kids under age 10  a  i ple e tion  li e  

• o  o ld o  feel if o eone a  ean to o  online  

• o  o ld it feel if o eone o  tho ght a  a friend a  ddenl  ean to 
o  online  o  do o  thin  one of o r friend  o ld feel if the  tho ght o  
ere being ean to the

• o o  o eti e  get ad or ad hen o re lo ing a ga e  o  o ld it feel 
if o eone a  a ing f n of o  for lo ing  too  o  do o  thin  o eone 

o ld feel if o  did that to the

For tweens and teens  o  can e plore ore co plicated it ation  or e a ple  if o r 
child pla  an  ltipla er ga e  a  the  hat the d do in thi  it ation

agine o re pla ing an online ga e ith a friend o  no  ell online  o r friend ha  
been playing the game longer than you and has taught you a lot about it, but isn’t very nice 
to other ne  pla er  ne ti e hen o  log in o  ee o r friend illing  a ne  pla er  
character  aiting for it to co e bac  to the ga e  and then illing  it again  o r friend 
a  he  t ha ing f n and that it doe n t reall  a er beca e it  t a ga e  

• o o  thin  it  e er o a  to do o ething that o  no  ill probabl  h rt 
someone’s feelings?

• o o  thin  it  ore i portant to a e o r friend happ  than to orr  abo t 
ho  o eone o  don t no  ell ill feel

• ho co ld o  a  for ad ice in thi  it ation

• What do you think you should do?

#%@!
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Healthy relationships?
i e the re t of their li e  id  ro antic relation hip  happen online a  ell a  o ine   
o nger id  tart to get intere ted in relation hip  a e re o re a are of hat the re 
atching  pla ing and li tening to and be read  to tal  abo t the a  that the  depict 

ro antic relation hip   ho  ic  ideo ga e  and ad erti ing can all re ect 
nhealth  a t de  t  al o i portant to tell older id  and teen  to tal  to o  or another 

adult they trust if they’re being pressured or sexually harassed by anyone.

YOU CAN SAY: 

•   Someone who respects you won’t pressure you to do something you don’t 
want to do. 

•   Don’t blame yourself for things that you may have done, like giving someone 
your password or letting them have intimate photos of you. Nothing you do 
gives someone the right to abuse you. 

Being a positive influence online?
t  not eno gh to teach id  to protect the el e  and a oid h rting other people  ne of 

the great things about the internet is that kids’ voices can be just as loud as anyone else’s, 
and e all ha e a d t  to a e re that thing  li e b ll ing  raci  and e i  aren t  
acceptable an here  ell o r id  that their oice  can a e a di erence  it can ta e  

t a fe  people pea ing o t again t o ething to change people  ind  abo t it  

YOU CAN SAY: You can help if you see bullying, racism or sexism online. If you 
feel safe speaking out, you can say things like “That’s not how we do things here” 
or “Stuff like that ruins the game for everyone.” If you don’t want to say some-
thing public, you can reach out to whoever’s being targeted to help them feel 
better and find out if there’s any way you can help. You can report it to the 
people who run the game or social network where it’s happening, too. 

How do I…

Protect my child from cyberbullying?

a e the e tep  to protect o r id  fro  c berb ll ing

• al  before it happen  a e re the  no  that o  on t o erreact and  
ta e a a  their de ice  or c t the  o  fro  the ga e or ocial net or   

here it  happening  

•  the  to tell o  hat the re doing online and to e plore tho e place   
yourself, so you can spot possible problems before they happen.

REPORT
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You can also help your kids become more resilient so that if they are cyberbullied the hurt 
on t la t a  long  ere are o e tip  for b ilding re ilience in o r id

• each the  good elf-tal  habit  et the  in the habit of thin ing  can t 
control hat happen  to e  b t  can control ho   feel and hat  do abo t it  

roble  that loo  big no  ill get aller and aller a  ti e goe  on

• a e re the  ta e fre ent brea  eat ell and are acti e  er bod  need  
ti e to re t and recharge and it can be hard to do that hen o re al a  
online. Make sure you practice hat o  preach

• e a ho lder to lean on  elp the  to fi  proble  that are ol able and to feel 
be er abo t one  that aren t  and al o enco rage the  to get help fro  other 
adults they trust if they can’t come to you.

Encourage my child to stand up when they witness cyberbullying?

he good ne  i  that o t id  want to help hen the  ee o eone being c berb llied  
he  a  not ant to pea  p  tho gh  beca e the re afraid of a ing thing  or e for 

the icti  or of beco ing a target the el e  he be t a  to help i  to tell the  that it  
i portant to al a  do something  e en if o  don t no  the icti  and ho  the  that 
they have a range of options

• elling an ad lt the  tr t hat  happening

• al ing to the icti  and helping the  feel be er

• ecording e idence of hat  happening o the  can help the icti  report it later

• eporting it to the ga e or ocial net or  here it happened 
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What should I do if…

My child is in conflict with someone online?
ere are o e tep  the  can follo  hen o eone doe  o ething online to a e  

them upset

•  al  a a  fro  the it ation  og o t  bloc  or ignore the per on o that the  
can t contin e to a e o  p et

•  a e a in te and breathe  a  a ention to ho  o re feeling  i  o r heart 
racing  re o  feeling ten e  t  a bad idea to a e an  deci ion  hen o re ad 
or scared.

•  hin  of at lea t three a  to re pond  hich one i  o t li el  to a e thing  
better  rather than or e

•  f the con ict i  ith o eone o r child alread  no  o ine  it can o eti e  
help to eet the per on face-to-face to tal  it o t  he  ho ld onl  do thi  if 
the  feel it  afe

•  f o re till ha ing tro ble  co e tal  to e or another ad lt o  tr t  and e ll 
fig re o t a ol tion

My child tells me they’ve been harassed or cyberbullied?

It’s important to resist the urge to try to solve your kids’ problems for them or to help them 
get bac  at hoe er i  b ll ing the  n tead  o  can gi e the  thi  ad ice

•  Don’t engage with the bully. f o  decide to report it later  fighting bac  can a e 
it loo  li e it a  t an arg ent in tead of b ll ing  n tead  get o t of the it ation 
and tell an ad lt o  tr t hat happened

•  Save the evidence. Save text or instant messages and get copies of other things  
by taking a screenshot (see ta e-a- creen hot org for ho  to do thi  on 
di erent de ice

•  Consider telling someone they trust, like the police (if they’ve been threatened  
or frightened  to a teacher or principal if the re being b llied b  o eone the  
no  at chool  or the ga e or ocial net or  here it happened

  

1 • • • • • ?

2  • • • • • ?

3 • • • • • ?

http://www.take-a-screenshot.org
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My child is cyberbullying someone?

If you’ve been clear that being mean or cruel online is against your family’s internet rules, it 
a e  en e to i po e hate er con e ence o  et for brea ing the  a e re to be 

clear that c berb ll ing i  not t brea ing a r le  b t i  a iolation of o r fa il  values. It’s 
i portant to be clear that de pite hat id  ight thin  b ll ing i  not nor al or co on  
in fact, only one in six Canadian kids say they’ve bullied anyone online in the last month. 

o e online pace  incl ding a lot of ltipla er ga e  do ha e c lt re  that a e 
rudeness, bullying and even sexism and racism seem normal. If your kids play online 
ga e  a e re the  no  that the e beha io r  are ne er acceptable  e en if  
“everybody does it.”  

f o r id a  that the  ere t o ing  help the  ee that hat ight ee  li e t  
a o e  to the  can ha e a po erf l e ect on o eone el e  nco rage the  to reach o t 
to reassure the other person that they didn’t mean to hurt their feelings and remind them 
to thin  t ice before a ing a o e  li e that again  

I think my child is involved in an unhealthy online relationship?
o e ign  of an nhealth  relation hip are ealo  po e i ene  and con tantl   
anting to eep tab  on o eone  f o  thin  o r child i  the icti  of an nhealth  

relation hip  be clear h  o  thin  the relation hip i  nhealth  r  not to p h the   
into lea ing it  in tead  enco rage o r child to pend ore ti e ith fa il  and friend  
You can also talk to your child’s friends to see if they have similar concerns. If your child  
i  rel ctant to tal  to o  abo t their relation hip  a e re the  no  abo t anon o  
co n elling and infor ation er ice  li e id  elp hone - - -  eb ite 

id helpphone ca  that the  can t rn to for pport

f o  thin  o r child ight be being ab i e to ard  hi  or her partner  be clear that o  
thin  their beha io r i  rong and nhealth  al  to the  abo t the characteri tic  of a 
health  relation hip and a  h  the  thin  it  appropriate to hara  e barra  i olate or 
control their partner  a e re the  no  that the e beha io r  are never okay, and help 
the  to find a co n ellor ho can help the  learn a  to control their anger and ha e 
healthier relation hip

When should I…

Get involved in my kids’ online relationships?
 oon a  po ible  

hin  of o r id  online li e  a  being li e their chool or the pla gro nd  o t li el  o  
no  the na e  of their friend  and a  o r id  abo t hat  happening in tho e place  

and the a e ho ld be tr e of their online li e  he ore o en o  tal  abo t it  the le  
the ll feel li e o re gi ing the  the third degree  f o  tart earl  the ll be ore illing 
to keep talking once they’re in their teens.

http://www.kidshelpphone.ca/
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Take away my kids’ cell phones or internet access?

o  ho ld onl  ta e a a  o r child  digital de ice  or top their online acti itie  in er  
e tre e ca e  a e  and ocial net or  are a big part of id  li e  o telling the  to 
top going online i  li e telling the  to h t do n their ocial li e  t ill al o a e the  

feel like they are the one  ho are being p ni hed  o it i  reall  onl  appropriate hen 
the re the one  at fa lt  for e a ple

• If they’ve been seriously and repeatedly mean or cruel to someone online

• f the e hared an inti ate i age of o eone itho t their con ent

• f the e ed a digital de ice to co it a cri e  ch a  hac ing or po ting hate 
material.

Contact my kids’ school about online issues?

o  ho ld tal  to o r child  teacher or a chool ad ini trator if o  no  or pect 
the re being c berb llied b  o eone at the a e chool   lot of the ti e  hen id   
are being b llied online the re being b llied o ine  too  and hen that happen  it   
usually at school.

Contact the authorities?
o  ho ld contact the police if hat  happening i  a ing o r child feel cared  a ing it 

hard for them to go to school or do things they enjoy, if they’re being physically threatened, 
or if o eone i  threatening to p bli h o ething that o ld h rt or h iliate the   

a e re to tal  to o r child before o  do thi  or ore infor ation on o r legal 
option  ee the edia art  tip heet C berb ll ing and the a  h p edia art ca
digital- edia-literac digital-i e c berb lling c berb ll ing-la .

http://mediasmarts.ca/digital-media-literacy/digital-issues/cyberbulling/cyberbullying-law
http://mediasmarts.ca/digital-media-literacy/digital-issues/cyberbulling/cyberbullying-law
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How do I talk about…

Protecting my child’s privacy online?
As soon as they start using the internet, children need to learn to be careful about sharing 
per onal infor ation online beca e id  app  and eb ite  are more likely than general 
app  and eb ite  to trac  or tr  to get infor ation fro  o  

ith thi  in ind  id  of all age  need to no  that their per onal infor ation i  valuable, 
o the  ho ldn t gi e it o t freel  en li le thing  li e their fa o rite ind of cereal help  

to b ild a profile of the  for ad erti er  ell o r id  to chec  ith o  before filling o t 
regi tration for  and profile  or entering online conte t  and to tell o  right a a  if 
an bod  online a  the  their na e  ho  old the  are  here the  li e  or an  other 
personal info.

Respect for Privacy
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New #
800-555-1212

What’s Your Digital Footprint?

“Digital footprint” means the traces that you leave with your online activity. It can include:

 •  What you post to blogs or social networks

 •  What other people post about you on social networks

 •  Photos or videos by or of you posted to video or photo-sharing sites

 •   Comments that you leave on online forums, blogs, videos, et cetera

 •  News stories that mention your name

These are just the things that are available to a casual searcher. Most search engines, social 
networks and websites that you use also keep a record of everything you do on them.

een and teen  al o need to nder tand that hate er the  po t online  photo  te t  
ideo  their phone n ber  can be copied, can be around forever, and might be seen by 

people they didn’t think would see it  a e the  a  the el e  the e e tion  before 
haring an thing online

 �  thi  ho   ant people to ee e

 � Co ld o ebod  e thi  to h rt e if the  anted to

 � What’s the worst thing that could happen if I shared this?

YOU CAN ASK: Do you know what your digital footprint says about you?  
How can you find out?

Making good choices about other people’s privacy online?

id  don t t hare their o n t  li ing  tagging and haring thing  other people po t  
e peciall  photo  are a big part of their online li e  he  need to be caref l hat the  
hare ith other  and learn to re pect other people  pri ac  and not hare thing  that ill 

embarrass anyone.  

ere are o e good e tion  id  ho ld a  the el e  before the  hare an one  
el e  t

 � Do I have their permission?

 � o  idel  did the per on ho ent thi  to e ean it to be hared

 � o  can  a e re nothing goe  rong hen  hare other people  infor ation     
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You can also help your kids develop empathy and ethical thinking b  ge ng the  to 
i agine ho  other people ight feel

For kids under age ten  a  i ple e tion  li e

 � o  ight thi  per on feel if  po ted thi  hat if their parent  teacher  or 
friends see it? 

 � Is it possible that something I think is just funny might hurt someone else’s feelings? 

For tweens and teens  a  the  hat the d do in thi  it ation

o  too  a ideo of o  and o r friend o t ating here o  both fell do n a b nch of 
ti e  hen o  ee the ideo  o  thin  it  per f nn  o  reall  ant to po t it for 
others to see, but you think it might embarrass your friend. 

 � o o  thin  it  e er o a  to do o ething o  no  ill probabl  h rt  
someone’s feelings?

 � o o  thin  it  ore i portant that o  do hat o  ant ith a photo  
you took, or that your friend might be made fun of?

 � hat o ld o  ant o r friend to do if the po ition  ere re er ed

 � ho co ld o  a  for ad ice in thi  it ation
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Sexting?
ne of the o t i portant thing to tell id  abo t e ting i  that it  ch less common 

than the  probabl  thin  it i  fe er than one in ten Canadian students have sent one, and 
e en fe er than that ha e e er hared one  nco rage t een  and teen  to tal  to o  or 
another trusted adult if they are being pressured or sexually harassed by anyone. It’s okay 
just to tell your kids not to send sexts, but don’t tell the  that their li e  ill be r ined if  
a e t get  ade p blic  that ind of arning doe n t re onate ith teen  and it ll a e 
the  le  li el  to co e to o  if o ething doe  go rong  

YOU CAN ASK: What would you do if somebody asked you for a photo that you 
didn’t want to send, or asked you to share a photo that somebody else sent you?

al  to bo  and girl  abo t it  both end e t  at abo t the a e rate  and beca e o t 
e ting happen  bet een people in a ro antic relation hip  the role  each of the  pla  

are a big part of hether thing  go bad or not  each the  that it  never okay to pressure 
o eone to do o ething the  don t ant to do

YOU CAN SAY: A lot of boys say they feel pressured to ask their girlfriends for 
sexual photos and share them with their friends. It can be hard to stand up to 
this pressure, but you have to think about how much giving in could hurt you 
and your partner.  

A lot of kids think that it’s the sender’s fault if a photo she or he sends gets shared  
ith other people  o a e re o r id  no  it  never okay to hare an inti ate  

or e barra ing photo of o ebod  itho t their per i ion  

YOU CAN SAY: If you get sent a picture that would hurt or embarrass the 
person in it if it got around, don’t pass it on! Don’t assume that “everybody’s 
already seen it!”

How do I…

Protect my child’s privacy?

here are i ple technical tep  o  can ta e to protect o r child  online pri ac  
incl ding

 � ing bro er pl gin  li e dbloc  l  or ri ac  adger

 � t rning o  the lobal o itioning te   and l etooth on an   
portable devices;

 � disabling the microphone and camera on laptops (or just covering the camera  
ith a ing tape   
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Help my child create a secure password?

elp o r id  create a pa ord that i  at lea t e en character  long and i  ba ed  
on a ord ith no per onal connection to the  Change o e of the le er  to n ber   
or p nct ation ar  and e a i  of pper- and lo er-ca e le er  hen c to ize  
the pa ord for each ite b  adding the fir t and la t le er  of the ite i e  o r  
ba eline pa ord banana  beco e  b@nAn2s and then fb@nAn2sk becomes  
your Facebook pa ord

nce o  ha e a good pa ord  it i  o t i portant not to share it  id  are a lot  
ore li el  to be hac ed  b  friend  the e hared their pa ord  ith than b  c ber 

cri inal  he  ho ld al o a e re to log o t of all their acco nt  before the  lea e  
a co p ter  o the ne t per on ho e  it can t pretend to be the

Help my child use social network privacy settings?
o t id  no  abo t the pri ac  e ng  on their ocial net or  b t don t al a  no  

all the di erent thing  the  can do  hen the  fir t get their acco nt  let the  be the 
technical e pert  and ho  o  that the  can e the  e ecti el  to anage their pri ac

Ask your tween or teen  ho  e ho  to

 � Create a trong pa ord

 � Change  defa lt pri ac  e ng

 � i it ho can ee a po t or a photo

 � ag and de-tag a po t or a photo

 � eport o eone el e  po t or photo to the people ho r n the ite

 � loc  o eone fro  contacting o

or help in an ering the e e tion  i it the afet  centre of the ocial net or ing 
pla or  o  are tal ing abo t  o t ite  ha e one   
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Help my child be aware of what they share online?

nce o r id  ha e been online for a hile  get the  in the habit of chec ing o t their 
digital footprint  e er  no  and then   good place to tart i  to e a earch engine to 
ee hat infor ation abo t the  i  ea il  a ailable  r  earching for their na e  b t 

don t top there  e peciall  if it  a fairl  co on one  hin  abo t the earch ter  
o eone el e ight e if the  ere loo ing for infor ation abo t o r id  o ld the  

e  a nic na e  a iddle na e  or initial  l o  tr  p ng their na e co  or ca  into 
the addre  bar and ee if an one el e ha  regi tered that ite  f not  it a  be orth a fe  
dollar  each ear to regi ter it for o r id  e en if the re not going to e it right a a

o the a e thing ith an  ocial net or  the re on  o eone a  ha e created a 
poof acco nt ing their na e  or there a  be o eone ith a i ilar na e that people 
ight conf e the  ith  a e re to do an i age earch  too

o  can al o go thro gh an  photo  the e po ted online to ee hat e tra  infor ation 
they give out, like addresses or landmarks in the background. With older kids, take a look 
at the er  of er ice of each ocial net or  the  e to find o t hat the ite i  allo ed 
to do ith the photo  and other thing  o r id  po t there

on t forget to et a good e a ple  a  ell  et into the habit of a ing o r id  before 
you post pictures of them so they get the idea that their privacy is valuable.
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What should I do if…

My child made a bad choice about someone else’s privacy?

t li e b ll ing  if o r child ade a bad choice ith o eone  pri ac  the o t i portant 
thing i  to a e it right  elp the  nder tand that e all a e i ta e  that need to be 
fi ed o eti e

he fir t tep i  to li it the har  b  deleting hate er it a  that a  hared and to ha e 
your child ask other friends to delete it too. You should also encourage your child to 
apologize to the per on the  h rt  

A photo of my child was shared without their consent?

ir t of all  don t bla e o r id  for ending the photo in the fir t place  a e re the  
no  the  ha e o r pport  thi  ill enco rage o r child to co e to o  if o ething  

like this happens again. Next, they can start by asking the person who shared the photo  

to take it down or stop sharing it  id  report that thi  or  ore o en than not

f that doe n t or  a  the er ice or pla or  here it a  hared to ta e it do n   
f o r child i  nder  the  a  be re ired b  la  to ta e it do n  b t o t ha e  

a polic  of ta ing do n an  photo  that ere hared itho t the b ect  per i ion   
o a e re the pict re ha n t pread  do a re er e i age earch ith a er ice li e  
in e tine e co  or oogle h p pport google co eb earch an er  

1325808?hl=en  f it ha  pread  find o t here el e it  been po ted and a  the  to  
ta e it do n

f the pict re that a  hared a  inti ate e en if it didn t in ol e n dit  o  a  ant  
to tal  to a la er  report it to C ber ip c bertip ca app en report  or contact the 
police  it  a cri inal o en e to hare inti ate i age  itho t the con ent of the per on 
in the i age  e ide  charging the per on ho hared it  the police ha e the po er to 
force o eone to ta e do n and top preading the i age  f it i  o r child ho ent the 
original e t  it  i portant to no  that no o th in Canada ha e e er been charged for 
ending a e t of the el e  o it  er  nli el  that o r child ill be charged  

http://www.tineye.com
https://support.google.com/websearch/answer/1325808?hl=en
https://support.google.com/websearch/answer/1325808?hl=en
http://www.cybertip.ca/app/en/report
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I want to keep a closer eye on what my child is doing online?

t  nat ral to ant to no  ore abo t hat o r id  are doing online to protect their 
afet  b t o  ho ld re i t the rge to in tall p  or onitoring o are for a n ber  

of rea on  

 � it sends a bad message about privacy 

 � it may push kids to use the internet in unsupervised places 

 � and it a e  the  le  li el  to co e to o  if o ething goe  rong  

f o  do decide to e o are  be open abo t it  tell o r child h  o  thin  it  i portant 
for in tance  if the  ha e ade o e bad deci ion  and ho  the  can earn o r tr t  
Instead of spying, you can use the parental controls on o r bro er  earch engine  and 
the games your kids play to block out most inappropriate content.

he a e i  tr e for ocial net or  t a  rpri e o  b t id  a  the  act all  ant 
their parent  to interact ith the  ore on ocial edia  o  can be a part of their online 
ocial li e  b  li ing  the cool  po iti e  creati e thing  the  po t  eep in ind  tho gh  
hile it  o a  to chec  in fro  ti e to ti e  o r id  don t ant o  in the iddle of their 

con er ation  ith their friend  

hile teen  ant pri ac  fro  their parent  the  al o generall  agree that their parent  
ho ld be able to acce  their online acco nt  in an e ergenc  hen the  fir t oin a ocial 

net or  a  o r id  to p t their login info into a afe place li e a pigg  ban  o that o  
can ee hat  going on if o  thin  o  reall  need to
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When should I…

Let my child join a social network?

o t ocial net or  re ire er  to be at lea t  to ha e an acco nt  f o  let o r 
id  oin before that  be a are that o re violating the terms of service  hich a  be  

a proble  if o  e er ha e to a e a co plaint  and that if the  lie abo t their age the  
a  not get the protection  that are there for er  nder 

o r id  probabl  on t ant to oin t one ocial net or  tho gh  o here are o e 
good e tion  for hen the  a  o  to let the  oin a ne  one

 � h  do o  ant to e it

 � What do you like about it?

 � ho o ld o  e it to connect ith

 � ho do o  no  that  alread  on it

 � o  can o  control ho can connect ith o

 � o  can o  control ho ee  hat o  po t on it

 � hat can o  do if o ebod  ee  or hare  o ething o  didn t ant the  to

 � What can you do if someone is bothering you or being mean to you?

Let my child have a smartphone?

here  no right or rong an er to thi  e tion  hat  i portant to re e ber i  that it  
ch harder to per i e o r children hen the re acce ing the internet on a obile 

de ice  o o  ho ld onl  let the  ha e a artphone if o  alread  feel that the  no  
and are going to follo  o r fa il  online r le  f o  do let the  o ll al o ant to et 
o e ne  r le  abo t here and hen it can be ed  for e a ple  o  can in i t that 

phone  be placed in their charger  in the itchen at bedti e
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How do I talk about…

Illegal downloading?

o ch t  that  online i  free  it  ea  for id  to thin  that everything i  free  or to 
a e re that the per on ho  o ering it ha  per i ion fro  the o ner  e ind o r 

id  that arti t  o n the or  the  create a or  and ha e a right to earn one  fro  it  

YOU CAN SAY: If something looks “too good to be true”, it probably is.  
No legitimate website will show recent TV shows or movies that are still in  
the theatre without charging for them.

Plagiarism?

o e people call toda  id  the c t and pa te  generation beca e it  o ea  for the  
to cop  an thing the  find online   oon a  the  tart ing the internet for re earch  

a e re the  no  that cop ing an thing  e en a ingle entence  can be plagiari  if 
the  don t a  here it ca e fro  hen the re doing pro ect  help the  eep a record 
of all the o rce  the e ed and to eep their di erent o rce  traight

Respect for Property
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For kids under age ten  a  i ple e tion  li e

cc o o  no  ho  to ho  hen o  are ing o eone el e  ord  

cc hat if o eone too  a pict re o  dre  and copied it and tarted elling it  
o  o ld that a e o  feel  o ld that be fair

For tweens and teens  a  the  hat the  o ld do in a it ation li e thi

o re fini hing an e a  d e in the orning hen o  di co er that o  didn t record  
the o rce for one of o r o t i portant ote  o ll ha e to e all the ti e o   
ha e le  to tr  to find here it ca e fro  

cc ho ld o  lea e the ote o t  e en tho gh it ill ea en o r arg ent  
and probabl  lo er o r grade  or gi e a fa e o rce  

cc What might happen if everybody did that? 

cc hat right doe  the a thor of the ote ha e to be recognized for her or

Illegal hacking?

 child  talent for co p ter progra ing can ta e the  a long a  b t o eti e  it  in 
the rong direction  ac ing  can range fro  finding a  to get pa t a chool  internet 
filter  all the a  to brea ing into go ern ent co p ter te  here  nothing rong 

ith the ill  the  learn doing that  b t id  need to no  that people — including them 

— can be hurt by hacking. 
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e ber  of hac er gro p  o en co pete to do ore and ore e tre e t nt  hat  
can a e id  forget that real people can be a ected  and rai e the ri  that o eone  
privacy might be breached or that they might get in trouble. If you think your teen might 
be in ol ed in hac ing  or ha  ho n ill  in co p ter ec rit  o  can get the  to 
po iti el  channel thi  e perti e thro gh hite hat  hac ing co petition  li e ac   
the North (h p hac thenorth co  hich can al o teach the  al able ill  for 
cyber-defence.   

How do I…

Help my child access legitimate content?
id  are a lot le  li el  to do nload fro  illegal o rce  if the re able to get hat the  
ant ea il  and legiti atel  ollo  the e lin  to find Canadian o rce  of ic   and 
o ie  online

h p iccanada co digital- ic

h p pro- ic org legal- ic- er ice -north-a erica php 

h p hereto atchincanada ca ho e  

Protect my family’s digital devices?

Before anyone in your family uses a digital device, you should make sure that it has 
ec rit  o are in talled  a e re to pdate the o are e er  no  and then  ince  

it onl  or  again t threat  it no  abo t  one a  to help o  re e ber i  to do thi  
e er  ear hen o  et the cloc  for ard in the pring and bac  in the fall  o  ho ld 

pdate o r internet bro er  reg larl  a  ell  and of co r e  a e re that e er  de ice 
i  protected ith a pa ord or per onal identification n ber  

What should I do if…

We get a copyright infringement notice?
nder Canadian cop right la  o r internet er ice ro ider ha  to let o  no  if a 

cop right o ner belie e  o   or o eone in o r ho e  illegall  do nloaded content 
belonging to the  f that happen  o ll get an e ail fro  o r  hich incl de  an 
e ail fro  the cop right holder  or o eone or ing for the  he e e ail  o eti e  
incl de a de and that o  pa  a e le ent  b t the notice doe  not ean o  must pay. 
nd tr  Canada ha  aid that recei ing a notice doe  not nece aril  ean that o  ha e 

in fact infringed cop right or that o  ill be ed for cop right infringe ent  and there i  
no obligation for Canadian  to pa  the e e le ent  hen o  recei e the notice  o  

a  ant to con lt a la er to con ider o r legal option   

https://hackthenorth.com/
http://musiccanada.com/digital-music/
http://pro-music.org/legal-music-services-north-america.php
http://www.wheretowatchincanada.ca/home/
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f o  get a notice beca e o r id  ha e been illegall  do nloading online content  be 
clear ith the  that thi  has to stop  hi  i  one ca e here it a  a e en e to c t o  
their internet acce  for a ti e ince that oti ate  id  to top illegal do nloading ore 
than an thing el e  f o  ha en t done o alread  e plain to the  that the re p ng the 
fa il  at ri  of fine  p to  for illegal do nloading and that the re h rting the 
creators of the media they enjoy, too.

My child’s teacher says an assignment was plagiarized?

t can be a hoc  to find o t o r child ha  plagiarized an a ign ent  b t there are a  
to a e it into a teachable o ent

  a e re that o r child nder tand  hat the  did rong  and or  ith their teacher 
to rite an academic honesty plan. 

  hin  abo t the e age  o re ending  t dent  are o t li el  to plagiarize hen 
the  don t feel li e an a ign ent i  fair  hen the  don t ha e eno gh ti e to do it  or  
if their teachers or parents send the message that grades are more important than hard 

or  hen o r id  tart doing ore di c lt a ign ent  for chool  a e re that 
the  nder tand hat their ta  i  and feel confident the  can do it  elp the  plan o t 
a ched le to a e re the  can get it done in ti e and tell the  that it  ore i portant 
to get a  hone tl  than to cheat o r a  to an 
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Negotiating Household  
Internet Rules

ith o nger id  it a e  en e to t e plain the r le  o  e pect the  to follo  
ere are o e e a ple  of r le  that ight a e en e in o r ho e

•  ill not i it an  eb ite  that  thin   parent  o ld not appro e of

•  on t hare  pa ord  ith an one e cept  parent  or a tr ted ad lt  
 not e en  be t friend

•  ill not be ean or cr el to an one online  e en if o eone el e i  ean  
to e fir t

• f  e er get ad hile  online   ill let elf cool do n before  a  or  
do anything.

•  ill not hare an thing online that belong  to o eone el e itho t their 
permission.

•  ill not b  thing  online nle   ha e  parent  per i ion

•  ill ne er hare an  per onal infor ation abo t elf  ch a   age  here  
 li e  and here  go to chool  

 id  get older  tho gh  the re a lot ore li el  to follo  r le  if the e been in ol ed 
in a ing the  le  are al o li el  to change a  the  ant ore pri ac  tho gh e en 
teenager  a  their parent  are a big part of their li e  both online and o ine  

efore o  renegotiate r le  a  the  o e e tion  to find o t hich of the old r le  
ha e t c  in their ind

• o o  feel li e o  no  hat thing  e e pect o  to do  and not do hen 
you’re online? 

• o o  no  hat to do if thing  go reall  rong

t  al o i portant to nder tand the ne  pace  the re e ploring  and hat  e citing 
about them.

YOU CAN SAY: Show me some cool things you or your friends are doing online, 
or with social networks.

o  o  can a  o r child to gge t thing  that the  thin  o  ho ld definitel   do 
online. It’s best if most of the rules come from them, but you can prompt them to think of 
area  the  hadn t con idered  li e haring pa ord  or do nloading

a e re the  nder tand that the re lt of the e ne  r le  i  trust  if o  no  that 
the  nder tand and ill follo  the r le  o e negotiated together  o ll be able to tr t 
them more. 
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MediaSmarts Resources

or ore infor ation abo t the pecific topic  in thi  g ide  chec  o t the e aterial  
fro  edia art

For Parents

Introduction
Co- ie ing ith o r id  
h p edia art ca teacher-re o rce co- ie ing- o r- id -tip- heet 

Respect Feelings

nline e al ploitation  ho i  at i  
h p edia art ca teacher-re o rce online- e al-e ploitation- ho-ri  

arent  ide to C berb ll ing 
h p edia art ca teacher-re o rce parent -g ide-c berb ll ing 

ro oting thical eha io r  ith o r id  
h p edia art ca tip heet pro oting-ethical-online-beha io r - o r- id  

Respect Privacy

rotecting o r ri ac  on Co ercial eb ite  
h p edia art ca tip heet protecting- o r-pri ac -co ercial- eb ite -tip- heet 

al ing o o r id  bo t e ting 
h p edia art ca tip heet tal ing- o r- id -abo t- e ting- -tip- heet 

Respect Property

C ber ec rit  Con er ip heet 
h p edia art ca tip heet c ber- ec rit -con er-tip- heet 

e ng the ood  thicall  
h p edia art ca tip heet ge ng-good -ethicall  

Family Rules

a il  nline le  
h p edia art ca tip heet fa il -online-r le -tip- heet 

ocial edia le  
h p edia art ca tip heet ocial- edia-r le  

http://mediasmarts.ca/teacher-resources/co-viewing-your-kids-tip-sheet
http://mediasmarts.ca/teacher-resources/online-sexual-exploitation-who-risk
http://mediasmarts.ca/teacher-resources/parents%E2%80%99-guide-cyberbullying
http://mediasmarts.ca/tipsheet/promoting-ethical-online-behaviours-your-kids
http://mediasmarts.ca/tipsheet/protecting-your-privacy-commercial-websites-tip-sheet
http://mediasmarts.ca/tipsheet/talking-your-kids-about-sexting-%E2%80%94-tip-sheet
http://mediasmarts.ca/tipsheet/cyber-security-consumer-tip-sheet
http://mediasmarts.ca/tipsheet/getting-goods-ethically
http://mediasmarts.ca/tipsheet/family-online-rules-tip-sheet
http://mediasmarts.ca/tipsheet/social-media-rules
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For Kids

Respect Feelings

pact  o  to a e a i erence hen o  itne  ll ing nline 
h p i pact edia art ca en

e e pec l  atient and ind 
h p edia art ca be-re pec l-patient- ind-ho - o th-are-b ilding-be er- orld-online 

ir t  o o ar  o  to be an cti e itne  
h p edia art ca teacher-re o rce fir t-do-no-har -ho -be-acti e- itne -tip- heet 

What to Do if Someone is Mean to You Online 
h p edia art ca teacher-re o rce hat-do-if- o eone- ean- o -online-tip- heet 

Respect Privacy

hin  efore o  hare 
h p edia art ca tip heet thin - o - hare 

ilding o r rand  tabli hing a o iti e re ence nline 
h p edia art ca tip heet b ilding- o r-brand-e tabli hing-po iti e-pre ence-on-
line-tip- heet

Respect Property

o he ight hing 
h p edia art ca teacher-re o rce do-right-thing-tip- heet

http://impact.mediasmarts.ca/en
http://mediasmarts.ca/be-respectful-patient-kind-how-youth-are-building-better-world-online
http://mediasmarts.ca/teacher-resources/first-do-no-harm-how-be-active-witness-tip-sheet
http://mediasmarts.ca/teacher-resources/what-do-if-someone-mean-you-online-tip-sheet
http://mediasmarts.ca/tipsheet/think-you-share
http://mediasmarts.ca/tipsheet/building-your-brand-establishing-positive-presence-online-tip-sheet
http://mediasmarts.ca/tipsheet/building-your-brand-establishing-positive-presence-online-tip-sheet
http://mediasmarts.ca/teacher-resources/do-right-thing-tip-sheet



